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Abstract:

Unmanned aerial vehicles (UAVSs) are increasingly adopted for border surveillance because
they can deliver persistent coverage, rapid deployment, and real-time situational awareness
across wide and remote areas at comparatively low operational cost. This study presents the
design, development, and implementation of an intelligent quadcopter-based surveillance
platform that combines autonomous navigation with live monitoring and on-board vision
processing. The proposed system integrates a Pixhawk 2.4.8 flight controller, GPS waypoint
navigation, and FPV video transmission, supported by Python-based computer vision modules
for real-time object detection and tracking using OpenCV. To enable end-to-end operation, a
custom ground-control web application was developed using React and Java-based REST
APIs, with 10T communication protocols to support mission planning, live video viewing,
continuous aircraft telemetry/status monitoring, and manual override when required. System
validation was performed through a structured set of laboratory and field experiments,
including propulsion characterization, ESC and sensor calibration, PID tuning for flight
stability, and multi-scenario flight trials. The experimental results indicate stable autonomous
flight at altitudes up to 15 m, dependable real-time video streaming, effective detection and
tracking of moving targets under practical conditions, and robust fail-safe behavior through
return-to-launch during abnormal or emergency events. Overall, the implemented platform
provides a scalable and cost-efficient approach to strengthen border-security operations and
offers a flexible foundation for future enhancements such as thermal imaging, advanced Al
recognition models, and autonomous charging or docking stations.

Keywords: UAV; quadcopter; border surveillance; autonomous navigation; computer vision;
OpenCV; loT; Pixhawk; PID control; FPV streaming; web-based ground control.
uaild\

O 053 Lad Aaall 3 gasd) 481 e Clilead dae ol i) (e (UAV) b (s @l yilhall Gl

403 | Copyright: © 2026 by the authors. Submitted for possible open access publication under the terms and conditions of the Creative
Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).


mailto:hisham.esherwi@gmail.com

Gl 13 238 AU 5 Tl 1) (alaliall Adaalll 481 jal) e 508 5 ¢ J8 Jiedi 28K 5 6 yuinne dpdais
833 30 (U583 5S) = 5l pall Aue by 5yl o aaing 2 sand) A0 el S5 AUail 1385 5 ) 5 gdad  Lapans
Pixhawk ) pb aSaie Ao # jiall oUaill aaiey 203 AaDle &l jad g 480l Al ) gl B2

) Al ¢ FPV il sad Cug « GPS (Waypoints) sbue Llai pe 4ad 202.4.8
ASjaiall CalaaBl aall) adiilly CadSh 3wl Python 4l 33k dusula 433 Gl s
Cleal s s React ahaaiuly a1 oSaill Gavade Gy Gadad ki o3 LS OpenCV. plaiiuly
Sl (ape A algall Jalads (Sl o LuiY) i ) Juall <Y S 555 2 5Java REST APIs
Cl LAY (e Al el dalall die (g sall aSaill dali] 5 olgilily 5 3 il Alls 48) ya ¢ il
¢ ESChe yudly aSaill Cilan g 5 plan s adall <l jliiad) e alaill ool apdil Al 5 dolesall
il gLl Baaetia (o)) sada ety ¢l EY) el PID S llas dasa s ccilulaall b e
Bl g pilaal) gpadl) Eoy 838 gsa g o) Jie 15 gliiyl ia S Gl pudall ) il gl & sl
L) shll ¥ 8 e D8Y) Adas ) 80 gl dpalald (el Qe ae ¢AS jaiall Calaal) aiii g CaiS b
Sl sl 4 ja Auaia Jiagy e2gal) Gal Sllee 3wl g sill S8 Glee Sa | 3haal) Uil a5
A Glasay «aeill dasile eliaal ¢lS #ilaiy oyl ja Gl S med Jia Al
B iall

Al ALl €3 a4 sdne Ll A g el il aladl e G sall cilS i Aalifal) cials
aY) aSaill ¢ FPVCu ¢ PIDaSad ¢ PixhawkssbsY! < yu) ¢ OpenCV s swlall 435
sl e

1. Introduction

Border security has emerged as a high-priority global concern as many countries confront
escalating risks associated with smuggling, irregular migration, transnational organized crime,
and terrorism. Conventional border-monitoring approaches—such as ground patrol units,
manned aircraft, and fixed surveillance towers—often suffer from high operational costs,
limited spatial coverage, and reduced effectiveness in remote, rugged, or hostile terrains. In
this context, Unmanned Aerial Vehicles (UAVs) offer a practical alternative, providing
scalable, flexible, and cost-efficient surveillance with the ability to deliver continuous
situational awareness over wide geographic areas.

Advances in embedded systems, autonomous navigation, and computer vision have
significantly extended UAV capabilities, enabling aerial platforms to conduct sophisticated
monitoring tasks with reduced human involvement. Modern quadcopters equipped with high-
resolution cameras and intelligent flight-control mechanisms can support real-time detection,
tracking, and reporting of anomalous activities along border zones. Such capabilities strengthen
national security by enabling rapid response, lowering risks to personnel, and improving the
overall efficiency of surveillance operations.

This study presents the design and implementation of an integrated UAV-based border
surveillance system combining mechanical construction, embedded hardware, autonomous
flight control, loT-enabled communication, and real-time computer-vision analytics. The
proposed platform employs a Pixhawk 2.4.8 flight controller for robust stabilization, GPS-
based waypoint navigation to execute autonomous missions, and a Python-based vision module
to detect targets in real time. In addition, a custom ground-control web application—developed
using React with a Java-based backend—supports mission planning, live video streaming,
UAV status monitoring, and manual override control when required.

A comprehensive set of laboratory and outdoor field tests was conducted to validate the
platform, including thrust verification, ESC calibration, sensor calibration, PID tuning, and
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multi-scenario flight trials. The obtained results indicate reliable flight stability, accurate sensor
performance, robust PID-based attitude control, and effective real-time detection of moving
targets. Overall, the developed system demonstrates the feasibility of a low-cost and scalable
solution for border surveillance, while providing a foundation for future enhancements such as
thermal imaging, Al-based classification, and collaborative multi-UAV operations.

2. Literature Review

Recent developments in unmanned aerial systems (UAS) have substantially reshaped border
surveillance and security practices. Granelli et al. (2020) introduced an early conceptual vision
for drone-enabled border monitoring, emphasizing the integration of sensing technologies,
communication infrastructure, and distributed intelligence to enable scalable surveillance in
complex operational environments. In a related direction, Ahmadian et al. (2022) examined
autonomous UAYV fleets supported by wireless charging stations, demonstrating the potential
to sustain long-endurance missions within practical budget constraints.

Within European border contexts, Loukinas (2022) highlighted major deployment challenges,
including airspace congestion, safety and security risks, and unpredictable mobility patterns—
factors that reinforce the necessity for stronger situational awareness and autonomous decision-
making. Communication robustness has also attracted significant attention; Chen et al. (2025)
proposed an loT-driven multi-ground-station framework to improve UAV tracking reliability,
mission synchronization, and coordination across extensive surveillance areas.

Computer vision has become a core component of modern UAV surveillance due to its ability
to detect and interpret targets from aerial imagery. Laghari et al. (2024) reviewed object-
detection approaches in UAV imagery and noted their growing relevance for real-time threat
identification. Alshehri et al. (2025) proposed a deep-learning model optimized for detecting
multiple persons in aerial scenes, highlighting the effectiveness of CNN-based methods in
security-oriented applications. Additionally, Azmat et al. (2023) investigated action-
recognition techniques to classify human behaviors from UAV video streams—an important
capability for identifying suspicious patterns such as smuggling or illegal border crossing.

On the control side, PID remains among the most widely adopted methods for quadrotor
stabilization. Lopez-Sanchez and Moreno-Valenzuela (2023) surveyed quadrotor control
strategies and concluded that PID controllers, despite their simplicity, can provide reliable
attitude stability under environmental disturbances. Ma’arif et al. (2023) compared PID with
Integral State Feedback for altitude regulation, illustrating the trade-off between simplicity and
precision. More recently, Zhang et al. (2024) introduced a fuzzy-adaptive PID approach
capable of improving UAV responsiveness under changing wind and outdoor dynamics.
Overall, the literature indicates a clear trend toward integrating autonomous navigation, Al-
driven perception, and resilient wireless communication to enhance UAV surveillance
effectiveness. However, many prior studies focus on individual subsystems (vision, control, or
networking) rather than complete end-to-end solutions. This project contributes by presenting
a fully integrated border-surveillance platform that combines mechanical design, autonomous
flight control, live video streaming, loT-enabled communication, computer-vision detection,
and systematic validation under realistic operating conditions.

3. System Architecture and Methodology

3.1 System Overview

The proposed border-surveillance solution is built as a modular architecture integrating a
quadrotor UAV, onboard computing, a flight-control unit, and a cloud-connected ground-
control system. The design aims to support autonomous navigation, real-time video
transmission, target detection, and remote mission management.

The UAV operates under two primary modes:
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1. Autonomous mode, where predefined GPS waypoint routes are executed
automatically without continuous operator intervention.
2. Manual mode, where the UAV is controlled directly via a radio transmitter for piloting
or emergency intervention.

The UAV continuously transmits telemetry—including GPS location, altitude, speed, and
battery state—while streaming live video to ensure situational awareness. An onboard
Raspberry Pi 4 performs vision-based target detection, whereas the Pixhawk 2.4.8 executes
stabilization via PID control loops. A web-based ground-control interface (React) enables
mission planning, waypoint generation, and real-time monitoring. This modular structure
improves robustness and allows adaptation to diverse surveillance scenarios.
3.2 Hardware Components
The platform integrates multiple hardware subsystems that collectively provide flight stability,
sensing capability, and communication reliability.
1) Airframe and Propulsion: The UAV is assembled on an F450 quadcopter frame due to its
durability and suitability for medium-payload tasks. Lift and maneuvering are achieved using
four 1000KV brushless DC motors, each driven by a 30A ESC. The propulsion system was
configured to support an estimated takeoff weight of approximately 3.5 kg while maintaining
stable thrust under moderate wind variations.
2) Flight Controller (Pixhawk 2.4.8): The Pixhawk 2.4.8 functions as the central flight-
control unit, responsible for attitude stabilization, sensor fusion (IMU, accelerometer,
gyroscope, barometer, and compass), autonomous mission execution, and interfacing with both
the ESCs and the RC receiver. Real-time sensor feedback is used to continuously update the
PID control loops for roll, pitch, and yaw stability.
3) Power System: The system is powered by a 3S 4200 mAh LiPo battery with a 35C discharge
rating to ensure adequate current delivery. Battery charging and maintenance are managed
using an IMAX B6AC charger to preserve battery performance and safety.
4) Onboard Computing (Raspberry Pi 4): The Raspberry Pi 4 provides the intelligent
processing layer. It runs OpenCV-based vision algorithms, DroneKit scripts for telemetry
handling, and data communication modules via Wi-Fi. This module supports target detection
and higher-level decision-support functions.
5) FPV Camera and Video Link A 5.8 GHz FPV: camera system provides low-latency video
streaming to ground FPV devices and the web interface, ensuring real-time observation during
both autonomous and manual operations.
6) Remote Controller (FlySky FS-i6X): A FlySky FS-i6X transmitter enables manual
piloting and is used as a safety override mechanism during testing and field deployment.
3.4 Software Design
The software architecture consists of four coordinated layers: autopilot firmware, onboard
processing, backend services, and a web-based user interface.
1) Autopilot Firmware (ArduPilot/ArduCopter): The Pixhawk runs the ArduCopter
firmware, which provides PID-based stabilization, autonomous mission support, sensor fusion,
and fail-safe mechanisms such as return-to-launch (RTL), low-battery protection, and RC
signal-loss handling.
2) Onboard Processing (Python + DroneKit + OpenCV): Python scripts communicate with
Pixhawk through DroneKit using MAVLink. Core functions include telemetry acquisition and
logging (GPS, attitude, speed, battery), execution of intelligent behaviors, and real-time video
processing for object detection and tracking. OpenCV algorithms are applied to identify targets
such as vehicles or persons to support operational decision-making.
3) Backend Services (Java + REST API): A Java backend manages UAV data exchange,
mission-planning communication, JSON-based data ingestion, and REST endpoints consumed
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by the frontend. This layer is designed for extensibility, allowing future integration with
security and law-enforcement systems.

4) Frontend Interface (React): The React-based ground-control interface provides map-based
visualization (Google Maps API), real-time telemetry monitoring (speed, altitude, battery,
signal quality), waypoint-based autonomous mission planning, live video display, and mission
configuration controls. The frontend communicates with the backend using Axios via REST
requests.

4. Implementation

This section describes the practical realization of the proposed UAV-based border-surveillance
platform. It outlines the hardware assembly and integration, software development and
configuration, and the field procedures adopted to validate the complete system under
operational conditions.

4.1 Hardware Implementation

Hardware implementation focused on constructing a stable quadcopter capable of dependable
autonomous operation and real-time monitoring. The airframe was built using an F450
quadcopter structure due to its lightweight characteristics and mechanical robustness.
Propulsion was provided by four A2212-1000KV brushless motors, each driven by a 30A
electronic speed controller (ESC) and fitted with 12x6 propellers to generate sufficient thrust
for the full payload, including onboard computing and communication modules.

A Pixhawk 2.4.8 flight controller was installed at the center of the frame and mounted on
vibration-damping material to reduce sensor noise. Peripheral components—including the
GPS/compass module, telemetry unit, FPV camera, UBEC voltage regulator, and a 3-cell Li-
Po battery—were connected in accordance with Pixhawk wiring and power-distribution
guidelines. The complete wiring scheme, covering power lines, signal pathways, and telemetry
connections between the motors, ESCs, sensors, and the flight controller, is presented in Fig.
1.
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Fig. 1. Hardware wiring diagram (Pixhawk connections)
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4.2 Software Implementation

The software implementation was structured into three integrated layers: (i) a web-based
frontend, (ii) backend services and data management, and (iii) onboard UAV control and
processing.

The frontend was developed using React and provides map-based visualization, waypoint
mission planning utilities, live status panels, and video-stream viewing. The backend layer was
implemented using Java Spring Boot, exposing RESTful services for UAV identification,
mission command handling, telemetry reception, and logging. A MySQL database supports
persistent storage of mission records, UAV profiles, system configurations, and incoming
telemetry streams. Drone-to-server communication was implemented using HTTP/REST over
a 4G internet link to support remote operation beyond local radio range.

Onboard the UAV, Python modules running on a Raspberry Pi interface with the ArduPilot
firmware via the DroneKit API. These scripts support autonomous behaviors such as waypoint
navigation, automated takeoff/landing routines, and telemetry forwarding to the server. The
overall software integration and data flow are illustrated in Fig. 2.
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Fig. 2. Software architecture diagram

4.3 Experimental Setup

System testing was conducted in a controlled outdoor environment to evaluate the UAV across

multiple flight conditions and operational scenarios. The Pixhawk controller was configured

using QGroundControl, including radio calibration, ESC verification, accelerometer

calibration, and compass alignment.

Four testing scenarios were executed:

1. Stability and Hover Test: validating takeoff, hover stability, and low-altitude
maneuvering.

2. Waypoint Navigation Test: executing GPS-guided waypoint missions to assess
autonomous route-following.

3. Failsafe Validation Test: simulating signal loss and low-battery states to verify automatic
return-to-launch (RTL) behavior.

4. Payload and Camera Test: assessing FPV video transmission quality and sensor stability
during flight.

All experiments were conducted in open areas with appropriate safety precautions to ensure

reliable evaluation of autonomous operation.
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4.4 Prototype Development

The resulting prototype represents a fully integrated UAV surveillance platform capable of
autonomous mission execution and real-time monitoring. The quadcopter combines a
mechanically robust structure, optimized propulsion, Pixhawk-based sensor fusion and control,
and long-range connectivity through a cloud-linked software stack. The developed system
includes a web interface for mission planning, live telemetry monitoring, and video streaming,
supported by a Java backend and onboard Python modules.

During validation, the prototype demonstrated real-time GPS tracking, stable FPV streaming,
waypoint-based autonomous navigation, and consistent fail-safe responses. Its modular
hardware and software architecture also enables future extensions, including thermal imaging,
multi-UAV coordination, and Al-based classification. The assembled UAV prototype is shown
in Fig. 3.

Fig. 3. Actual UAV prototype

5. Performance Results and Discussion

The evaluation of the proposed UAV-based border-surveillance platform focused on
examining operational stability, system reliability, and the practical effectiveness of the
integrated flight-control and software subsystems. The reported findings are qualitative and
derived from real-world observations during testing, without introducing hypothetical or
unverified numerical values.

Flight trials indicated that the quadcopter achieved stable hovering and maintained consistent
responsiveness in both manual and autonomous modes. The Pixhawk controller, supported by
tuned PID parameters, enabled smooth transitions between key flight states, including takeoff,
hover, lateral movement, and altitude adjustments. The UAV maintained stable performance
under minor wind disturbances, suggesting that propulsion configuration and sensor calibration
were well-matched to the airframe. Moreover, reinforced landing supports contributed to
improved stability during takeoff and landing operations.
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Autonomous navigation experiments confirmed that the UAV was able to execute waypoint
missions reliably. Continuous GPS feedback allowed the flight controller to correct path
deviations in real time. Although slight drift was occasionally observed during fast directional
changes, the UAV consistently returned to the intended route, reflecting effective PID tuning
and reliable attitude estimation within the Pixhawk navigation stack.

From a communication perspective, the 4G telemetry link maintained stable connectivity
between the UAV and the backend server. Telemetry updates and status messages were
delivered continuously with minimal delays that did not affect operator monitoring or mission
management. The cloud-based architecture—combining the React dashboard and Spring Boot
backend—successfully processed incoming data, updated map visualization, and supported
mission interactions through the web interface, indicating that the software layer handled real-
time streams reliably.

Video streaming performance further supported system usability. The FPV camera provided
clear visual feedback during flight, and the transmitted feed remained sufficiently stable for
situational awareness despite UAV motion and vibration. This capability proved particularly
valuable during low-altitude operations where visual confirmation is essential for ground
inspection and obstacle awareness.

Fail-safe features were validated successfully. When control communication was intentionally
interrupted, the system triggered predefined safety responses and initiated autonomous
recovery behavior, including return-to-launch (RTL). Battery-related fail-safe conditions also
activated as expected, ensuring the UAV did not remain airborne under unsafe power
conditions.

Overall, the experimental observations confirm cohesive operation between hardware and
software subsystems. The UAV demonstrated stable flight performance, reliable autonomous
navigation, dependable cloud communication, and robust safety behavior. These results
support the feasibility of the proposed design as a scalable platform suitable for real-world
border-monitoring contexts.

6. Conclusion

This project presented the design and implementation of an autonomous UAV-based
surveillance platform aimed at enhancing border security and improving situational awareness.
The proposed solution integrates a quadcopter equipped with a Pixhawk flight controller,
onboard sensors, FPV imaging, and a cloud-connected software ecosystem using modern web
technologies. By combining waypoint-based autonomous navigation, live video transmission,
and remote mission control through a 4G communication channel, the system demonstrates
practical capability for monitoring wide areas and supporting dynamic surveillance tasks.
Implementation and testing outcomes confirm reliable flight stability, consistent telemetry
communication, and effective activation of safety mechanisms. The platform supports both
manual and autonomous operation, enabling flexible deployment depending on mission
constraints and environmental conditions. Additionally, the web-based control interface
improves usability by enabling real-time visualization of UAV status, mission management,
and access to live video feeds from any internet-enabled location.

Overall, the developed platform validates the feasibility of deploying low-cost UAV solutions
for persistent border monitoring. Its modular design allows straightforward integration of
advanced sensors and Al-based analytics, supporting future evolution toward higher autonomy
and enhanced security functionality.

7. Future Work
Although the developed UAV surveillance system demonstrated reliable performance, several
enhancements can further extend its functionality, autonomy, and deployment readiness:
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Thermal Imaging Integration: Adding a thermal camera would improve detection
capabilities at night and under limited visibility conditions such as fog, smoke, or harsh
shadows.

Advanced Autonomous Detection and Tracking: Future versions can incorporate
deep-learning-based perception models to automatically detect, classify, and track
targets such as persons and vehicles with minimal operator involvement.

Edge Al Processing Onboard: Deploying lightweight Al models directly on the UAV
can reduce latency and reliance on network connectivity, enabling faster in-mission
decision support.

Swarm and Multi-UAV Coordination: Extending the system to multiple coordinated
drones would enable larger-area coverage, distributed search patterns, and cooperative
tracking of moving targets.

Automated Docking and Charging Stations: Implementing solar-powered docking
stations would increase endurance by supporting autonomous battery swapping or
wireless charging, enabling longer continuous operations.

Satellite Communication Capability: Integrating satellite-based links would allow
operation in remote areas beyond 4G/5G coverage, ensuring persistent command-and-
control availability.

Weatherproofing and Structural Reinforcement: Upgrading the airframe and
sealing electronics against dust, rain, and strong wind would improve reliability and
enable operation in harsh outdoor environments.

Collectively, these improvements would enhance system scalability, resilience, and autonomy,
supporting long-term deployment for real-world border-security missions.
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Appendixes:

Appendix A: ESCs and Motors calibration
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Appendix B: Sensors calibration
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Appendix C: Safety setup
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Bosrandcontl 313 S e x

Flight Moges

1155 AM

414 | Copyright: © 2026 by the authors. Submitted for possible open access publication under the terms and conditions of the Creative
Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).



Appendix E: PID calibration
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Appendix F: Testin the UAV
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