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Abstract:

As the Internet of Things (10T) expands rapidly, Low Power Wide Area Networks (LPWANS)
like LoRa and NB-loT have become essential for connecting devices with limited power.
However, maintaining secure applications while minimizing power consumption is a
significant challenge due to the trade-off between energy efficiency and data protection. This
paper investigates the impact of implementing security mechanisms, specifically transmitted
data encryption, on power consumption in LoRa and NB-IoT networks. The study highlights
how various encryption schemes affect battery life, latency, and connection stability. Key
findings demonstrate that while NB-I0T utilizes hardware-accelerated security via cellular
modules for efficiency, LoRaWAN relies on software-based AES-128 encryption which
increases CPU cycles and energy usage. Experimental results for LoRaWAN show that
increasing the AES key size from 128-bit to 192-bit and 256-bit leads to a substantial rise in
energy consumption and processing delays. Specifically, AES-256 increased energy
consumption by 30-32% and processing time by up to 32% compared to the baseline. The
study concludes that while security is vital, its implementation must be carefully planned to
prevent drastically lowering energy efficiency in battery-powered 10T devices. It is
recommended to use AES-128 for a balance of security and power, alongside power
management modes like deep sleep to further extend battery life.

Keywords: Internet of Things (1oT) <{ow Power Wide Area Networks (LPWANS) <LoRa «
NB-loT <Data Encryption Power Consumption Energy Efficiency.

ueilall
LoRa Jis (LPWAN) i) dxul 5 duadiiall A8l cilSud Conpal ¢ (10T) e iyl o a paall a5l ae
ligdaill el Ao Laliald) o el pa s, AUl G (e 83 ganall Cul a8l 38 6] Jaa 51 4y ) 5 uia NB-10T 5
il a5 848 ) ol a2 s, ULl Alea 5 48U 8o S (p Alialiall Casy S 2aiS A8 gl il pe
e+ suall Al ,all LLSNB-10T. 5 LoRa <lSad 8 ailall ellginl e ¢"ilu pal) clild) 585" Taaad o cpal)
Aguti ) il el s JUai¥) glal i il 5 (JESY (o) 5 iy jaddl jee o dalida) yuedl) cillabde ,il3as
225 e | ORAWAN 2aias caeliSll placial 413 sy e (el g pni 8 0] NB-10T 4 o2t ek 4

443 | Copyright: © 2026 by the authors. Submitted for possible open access publication under the terms and conditions of the Creative
Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).


mailto:mahmud.albrnat@ta.sabu.edu.ly

Lyl geilinl) o jeal, A8l eldlgianl 545 3S yall dadlaall s 5 ) 53 (e 2 30 Laa cbima 3l e SEIAES-128
D) b S gl ) ) 5355 025650 192 N <u 128 e AES zlide ana 3345 of LORaWAN 4%l
Aallaall i 55 9/632-30 Asweis A8l Dlgind 3345 ) AES-256 alaiiul (5ol caraa I 5, dadlaall il 5 43Ul
zling o285 O V) () dpaal (e a1 e adl A Hall palds culal) lealls &5 5l 9432 ) Jaa Ay
pladiily el il adly Jaad Al L) s ) sj'/g.;i A I Al 3l (il adal (5 Jaglads )
ALY "pend) o sill" S A8 5 o) gl sl qe i ) L iUl gl 5 a1 G ) 53 (38 IAES-128

ST JSE Al jee

eclila) e ¢ gUaill gaa LY C ) (AUl Aiaddia SUaill daul 5 culSuill e Ludl) i i) sdsalidall cilalsl)
AUl el (AaUall eDigin

1. Introduction

The Internet of Things' (loT) explosive expansion has given rise to a new class of
communication technologies that are intended to assist devices with long-range communication
requirements and low energy budgets. Among these, two of the most popular LPWAN (Low
Power Wide Area Network) technologies are LoRa (Long Range) and NB-loT (Narrowband
Internet of Things). two of the most popular LPWAN (Low Power Wide Area Network)
technologies are LoRa (Long Range) and NB-loT (Narrowband Internet of Things).

Strong security features are still difficult to integrate into LoRa and NB-1oT networks, despite
their benefits. 10T devices may be left unattended for extended periods of time, transmit
sensitive data, and frequently operate in hostile environments. Therefore, it is essential to
guarantee data integrity, confidentiality, and authentication. However, because the majority of
loT nodes are resource-constrained and battery-powered, putting traditional security measures
in place could be a waste of computational and energy resources.

This research aims to explore to what extent do encryption and other security mechanisms
impact power consumption in LoRa and NB-10T networks, analyzing the trade-offs between
implementing encryption algorithms and preserving energy efficiency.

2 Background and Literature Review

2.1 LoRa Technology Overview

LoRa (Long Range) is a modulation technique developed by Semtech based on Chirp Spread
Spectrum (CSS) [1][2]. It allows for long-range communication (up to 15 km in rural areas)
with extremely low power consumption [1]. LoRaWAN, the network protocol built on LoRa,
operates in unlicensed ISM bands and is suitable for applications that require infrequent, small
data transmissions.

LoRaWAN communication protocol operates primarily in the sub-GHz industrial, scientific,
and medical (ISM) bands, such as the 868 MHz band commonly used in Europe. It is
characterized by uplink-dominated communication, making it highly suitable for sensor-based
and monitoring applications where devices primarily transmit data to a central server. The
protocol supports low data rates ranging from 0.3 to 50 kbps [2], which enhances its energy
efficiency and long-range communication capabilities.

To ensure secure data transmission, LoORaWAN incorporates end-to-end encryption based on
the AES-128 algorithm [2], providing a robust layer of confidentiality and integrity despite the
resource-constrained nature of typical end devices.

2.2 NB-IoT Technology Overview

NB-IoT (Narrowband Internet of Things) is a cellular-based LPWAN technology standardized
by 3GPP. It operates in licensed spectrum and offers better Quality of Service (QoS), mobility
support, and scalability compared to LoRa. It is ideal for applications requiring periodic,
reliable communication with moderate throughput.
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NB-IoT operates within licensed LTE frequency bands, make use of the existing cellular
infrastructure to provide reliable and wide-area connectivity. it supports bi-directional
communication, enabling both uplink and downlink data transfer. This is a feature for NB-IoT
that doesn’t exist in many other LPWAN technologies, this is essential for applications
requiring remote control or acknowledgment signaling.

Feature LoRa NB-IoT
Frequency Band Unlicensed (e.g., 868 MHz) Licensed LTE bands
Data Rate 0.3 — 50 kbps Up to 250 kbps
Security Standard AES-128 (LoRaWAN) 3GPP LTE Security Suite
Authentication Join Request/Accept

Method (LoRaWAN) SIM-based (eNodeB)

Encryption Overhead Moderate (CPU-based AES) Lower (hardware-accelerated)

Smart meters, city

Suitable for Static sensors, remote areas .
infrastructure

Table 1 : key features of LoORaWAN and NB-IoT

NB-IoT offers higher data rates, reaching up to 250 kbps [3], allowing for more complex data

exchanges while maintaining energy efficiency. Security is a core component of NB-IoT, as it

is built on 3GPP-standardized LTE security mechanisms, including mutual authentication and

encryption, ensuring a high level of protection suitable for mission-critical and enterprise-grade

[oT deployments [1][3].

3 Security Mechanisms in LoRa and NB-loT

3.1 LoRa Security Mechanisms

LoRaWAN provides security at two layers:

-~ Network Security: Ensures authenticity of the node with the network server.

— Application Security: Ensures confidentiality of the data between the node and the
application server.

The primary encryption mechanism is AES-128 in CTR (Counter) mode, applied to both uplink

and downlink messages. The keys are:

- AppKey (for join procedure)

- NwkSKey (for MAC commands)

-~ AppSKey (for user data)

These operations are performed in software, typically requiring CPU cycles, which increases

energy consumption.

LoRaWAN implement these features through mechanisms like AES-128 encryption, message

integrity codes (MIC), and dynamic session key generation via Over-the-Air Activation

(OTAA)[3].
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Figure 1 LoRaWAN security mechanism [3]
3.2 NB-1oT Security Mechanisms

NB-IoT leverages the security framework of LTE, including:

— Mutual authentication using SIM credentials and eNodeB.

— Encryption of both control and user planes using 128-bit SNOW 3G or AES.
— Support for integrity protection of signalling messages.
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Figure 2: NB-1oT security mechanism [4]
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These security processes are mostly hardware-accelerated via the cellular module and SIM,
leading to more efficient power usage despite their complexity. NB-IoT, as part of the LTE
family, inherits robust cellular security protocols including mutual authentication and SIM-
based key management. Despite these measures, LPWANSs remain vulnerable to physical
tampering, replay attacks, and denial-of-service threats due to their wireless and often
unattended deployment environments [6].

The security process here is hardware-accelerated via the cellular network and SIM, which
makes it more energy efficient despite the complexity.

Analyzing power consumption in LoRaWAN transmission

before analysing the impacts of AES key sizes and encryption, we first understand the basic
operation of LoRaWAN transmission protocol. a comprehensive study of energy usage patterns
during standard LoRaWAN activities was held to discover power consumption in watts over
the first 6 seconds of a node transmitting data to the gateway using joule scope js110 which is
a DC energy analyser that combine multimeter and oscilloscope, it has wide dynamic range
measuring currents in nanoamps(nA) [5].
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Figure 3: power consumption trace of 222byte LoORaWAN message transmission win AES
128 encryption

Figure 3 shows the energy consumption time live (power vs. time). beginning when the End
Device (ED) is activated through to the transmission of its initial uplink message. This
transmission contained a 222-byte payload and employed AES-128 encryption for securing the
LoRaWAN communication. The horizontal axis displays time, while the vertical axis quantifies
the ED's power consumption [5].

The visualization reveals distinct operational phases in the LoRaWAN communication
sequence. The first segment corresponds to the Join-Request procedure, initiating the Over-
the-Air Activation (OTAA) authentication. This transitions into the Join-Accept phase, which
completes the OTAA process. The subsequent portion demonstrates the first data uplink
transmission, where the highest power measurements correlate with the radio transmission
period [7].
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Power consumption test for different AES security key (128-bit, 192-bit, and 256-bit).
figure 4 presents the measured energy consumption of the End Device (ED) during
experimenting difference AES key sizes across different payload [5][7]. The horizontal axis
represents the payload in bytes, while the vertical axis shows corresponding energy
consumption in microjoules. Three curves of the tested AES key sizes (128-bit, 192-bit,
and256-bit) were plotted together to demonstrate the consumption visually.
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Figure 4: power consumption vs payload size for different encryption keys

The results demonstrate two expected trends: first, energy consumption rises with both larger
AES key sizes and increased payload sizes. The 192-bit and 256-bit implementations
consistently showed higher energy demands than the 128-bit variant across all payload sizes,
attributable to the additional encryption rounds required for larger keys. Second, larger
payloads required greater processing effort for data encryption, resulting in increasing the
energy usage [5].

Results and Analysis

to evaluate the practical implications of enhanced cryptographic security in LoORaWAN, we
analysed the energy and time overhead introduced by employing larger AES keys—specifically
192-bit and 256-bit compared to the baseline 128-bit AES standard. The analysis investigates
the cryptographic performance on a LoORaWAN end device under maximum payload conditions
(222 bytes).

The results show an increase in computational energy consumption and processing delay when
using larger AES key sizes.

For AES-192, the energy consumption increased by approximately 13—14% relative to AES-
128. Similarly, the processing time also exhibited a corresponding increase of about 13—14%.
When AES-256 was utilized, the energy consumption increased by approximately 30-32%,
and the processing time grew by a comparable margin of 28-32%.

These changes are severely affecting the energy cost associated with LoRaWAN radio
transmissions. Specifically, the additional energy required for AES-256 encryption was
estimated at 236 uJ, and the added processing time was approximately 750 us, it is
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recommended that using AES-128 provides a descent amount of security while maintaining
minimum latency and power consumption requirements.

Discussion

Based upon the above analysis, maintaining a secure connection between nodes and gateways
requires a significant amount of power consumption which is vital to IoT applications.
Designing power management operation modes at the microcontroller level may reduce the
effect of implementing such security encryption protocols.

applying operation modes such as sleep mode where device reduce activities with quick wake-
up time, deep sleep mode which provides longer idle status. and shutdown mode where all
components are off excluding essential operating component, would further minimize the
power consumption of each end node, also implanting polling intervals technique reduces how
often sensors collects data which leads to increasing battery life significantly.
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